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THIS WAIVER FORM IS NOT APPLICABLE FOR NON NASA EQUIPMENT.
Please select the type of device to be exempted.
5. TYPE OF DEVICE TO BE EXEMPTED: 
Please select the type of device to be exempted.
IS THE DEVICE(S) INTENDED TO BE REMOVED FROM NASA CONTROLLED FACILITIES? 
Is the device(s) intended to be removed from NASA controlled facilities? 
(add explanation to Justification section) 
SENSITIVITY OF DATA TO BE STORED OR PROCESSED ON THE DEVICE:
Select the Sensitivity of Data to be stored or processed on the device:
9.                                      Approver Name
Approved  Yes/No
Approver Signature
Date
Data At Rest Encryption Waiver Request Guidance
 
Data at Rest Encryption
Data at Rest (DAR) whole disk encryption protects data stored on laptops, and desktops, from unauthorized access when the device is powered off.  In addition to laptop/desktop encryption, DAR encryption is required to protect NASA data on portable hard drives, thumb drives, backup media and other mobile devices. NASA approved encrypted drives, including thumb drives, must be used with security features enabled to store and transport NASA data.  DAR encryption must use Federal Information Processing Standards (FIPS) 140-2.
 
Waivers to DAR encryption
Where the use of approved DAR encryption is unavoidable, system owners will be required to submit a justification waiver providing a date for full compliance, and to implement best effort mitigation steps, such as the use of Truecrypt, Filevault, etc. At no time shall NASA data may be taken off Center unless it is encrypted.  Other mitigation shall include the labeling of devices as “Not authorized for transport outside of the agency's secured, physical perimeter.”  
 
There are three categories of computers, which dictate the type of DAR encryption solution:
 
1.  NASA-issued laptops by IRD via the ACES or ODIN Contract: 
The majority of NASA-issued computers at JSC are provided and managed by the Agency Consolidated End-user Services, or ACES, contract under HP Enterprise Services.  ACES provides and installs the approved DAR encryption solution.  Any exceptions, including the use of other DAR encryption will require a waiver. Once the waiver is approved, the ACES contractor will not push ACES encryption solution to the computer.
 
2.  Government Furnished Equipment Purchased Separately by Organizations
Government Furnished Equipment (GFE) is other equipment purchased by your organization/directorate through the ACES, or ODIN catalog, the SEWP contract, or other means.  Since these items were purchased without the ACES service and maintenance features, it is up to each organization to encrypt those devices. However, ACES has provided encryption software from this site: https://aces.ndc.nasa.gov/subnav/nonmanaged.html. Since the self-installation process does NOT check for items, like existing encryption software, it's important you check with your org IT Point of Contact (POC) first to ensure your computer remains fully operational after installation.  This waiver form is required if DAR encryption is not implemented or if the DAR encryption solution used is not compliant with current federal laws and agency or center policies,  
 
3.  Non NASA-Issued/Corporate Equipment
For equipment that was/is provided by other corporations, like contractors off-site:  Contractors and International Partners are required to protect NASA and Government data.  Check with your contractor management for instructions. NASA Procurement Office is working with the COTRs to ensure this information is protected.  This waiver form is not applicable for non NASA equipment.
 
 
 
Instructions for Completing Data At Rest Encryption Waiver Request
 
The Data At Rest (DAR) encryption capability is intended to protect information on NASA computers.  Waiver from the requirement to implement DAR encryption on identified NASA computers requires strong justification and approval by your Director before submission.  The purpose of this form is to request a waiver.
 
All of the fields on the form must be completed.  If you need additional pages to complete the fields, you can add them as an attachment by clicking on the ADD ATTACHMENT field at the bottom left of the form.
 
1. Requestor Name/Center/Organization/Telephone Number/E-mail:  Indicate the name of the person who is requesting the waiver and phone number, if the system owner is different from the requestor indicate the system owner's name, the name of the Center to which the system owner is assigned, the name of the organization within the Center, and the system owner's telephone number and NASA e-mail address.
2. Date of Request:  Enter the date of the waiver request.
3. Request Number:  For Center IT personnel use.
4. Duration of Waiver:  Indicated dates for duration of waiver (cannot exceed 1 year).
5. Type of Device to be Exempted: Check or otherwise indicate whether the device to be exempted is a Desktop or Laptop, the Operating System, and the Equipment Provider. Indicate Other if none of these, and specify. Provide Asset tag number from the sticker on your device.
6. System Security Plan (SSP) Number:  Indicate the applicable SSP for the operating system.  All ACES operating systems are under SSP #OA-999-M-NSS-1015.
7. Reason for Waiver:  Describe why the device should be exempted from DAR encryption. Provide sufficient detail so that it is clear why the protection provided by DAR encryption is offset by other considerations. Only very strong rationale for waiver will be approved.
8. Plan for Mitigating Risk and Date for Full Compliance:  If a waiver is approved, provide a date for full compliance, and steps taken to mitigate risk, such as the use of Truecrypt, Filevault, etc., and the steps taken to ensure that NASA information on the device is not compromised.  Other mitigation shall include the labeling of devices as “Not authorized for transport outside of the agency's secured, physical perimeter.”  
9. Approval and Signature Section:  The person responsible for the device must sign the waiver request first, followed by the approvers listed on the form. 
 
Prior to obtaining signatures, it is recommended that you contact your IT Point of Contact or your Organization Computer Security Official (OCSO).
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